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511220000000 OO TIAPortal Openness 1 0O OO 0O O TIAPortalO OO O OO TIAPortal
(08 OUDODDLOODOOOOO*" O0ODO (@ 122" OO OOO TIAPortal Openness
O0000D00000000€0 SetPassword(SecureString password)

0000000000000 00000 SecureStringll Openness [ 0 0 0O O O
OO0000000DOO00ooo0ooooobOoooDooooooo PCcOoO* OO OOO

“ 00" 00" 00" Obo0ooDbOOo0obOoobooOOooDoPCOOO0DOODOOODODO
O0000000D0DODO000000O000O0000000O0000000D0Od OwnedBy[
DisplayProtection displayProtection = plcDisplay.GetService(); var displayDeviceltem =
displayProtection.OwnedBy; O O 0 00000 OO0O0OOODODOOO
displayProtection.SetPassword(someSecuredString); //Sets the string someSecuredString as the CPU display
protectionpassword. O 0 OO O OO 0O00O00O0O0OOOODODOOOOOOODOODOO TIAPortal
Openness 0 [ SetPassword 0 O O D 000000000 OOOOO OO OOO TIAPortal (O 82)
0000 (0 122)5.11.22100 WebO O OO OPCUAO DO OO OO TIA Portal Openness
O0000000 TIAPortalO OO OO0 TIAPortal (O 82)" ODODOOODOOOOO* OODOO
(0122 OO OO0 TIAPortalOpenness 0 0 WebO OO OO PLCO OPCUAD OO OOOO Web
OO0 D0OOPLCOOPCUADODODDDOODOODDODOODOODDOOODOWebhDOOOOOGOODOO
O0O000000O0OWebhOOOOODOOOWebhOODDOOOOOODDODOODOOODDOO
000000000000 0000DO000WebhOOODODOOOOOODOODOOOODO
EngineeringTargetinvocationException O 0 0 O 0O O O O O WebServerUserManagement
000000000000 PLCODOOODOOODDOOODOOOODODOOONO nullt
WebServerUserManagement { Navigators WebServerUsers { WebServerUserComposition }} 0 0 0 0000 0O
WebServerUsers D 0 00D 00000000 OOODOODOONO WebServerUser 0 [0 [
WebServerUserComposition[] WebServerUserComposition { WebServerUser Find(string username); void
Create(string username, WebserverUserPermissions permissions,SecureString password); } WebServerUser { string
UserName{get;} WebserverUserPermissions Permissions {get;set;} void Delete(); void SetPassword(SecureString
password); } 0 O O O O O WebServerUserCompositionO O 0 OO0 O0O0O00OOO0OO0OOO WebODOOOOO
WebServerUserComposition webServerUserComposition = WebServerUserManagement.\WWebServerUsers;
WebServerUser userl = webServerUserComposition.Find("userl");0 0 0000000000 O O Web
000000000 WebOOOOODO WebServerUserComposition webServerUserComposition =
WebServerUserManagement.WebServerUsers; WebServerUser userl = webServerUserComposition.Create("userl",
WebserverUserPermissions.Read TagStatus, someSecureString); D D D 00000000 WebO OO DO OO
WebServerUserComposition webServerUserComposition = WebServerUserManagement.WebServerUsers;
WebServerUser userl = webServerUserComposition.Find("user1"); userl.Delete();

0000000 0odooooooboooooonbnnn WebServerUserComposition
webServerUserComposition = WebServerUserManagement.\WebServerUsers; WebServerUser userl =
webServerUserComposition.Find("userl"); userl.SetPassword(someSecureString); OPCUA DO O OO OO OO
OPCUADDOODDOOODOOODDOODOODDOODOOOD OPCUAODDOO
000000000000 DO00D000D0DO000DOO00DObOOoOobOOoOoooo
EngineeringTargetinvocationException0 D D 00000 OO0 O0DO0DDO0OOOODO
OpcUaUserManagement 0 0 0 000 PLCO OPCUALDOODDOODOOOODOODODOO OO OPCUA
O00000000000000000000000nuOOO0DOO00O00O00O OpcUaUsers



O0000000000D0D0O0O0O OpcUaUserCompositiond O 0 O O OpcUaUser O O 0
OpcUaUserComposition { OpcUaUser Find(string username); void Create(string username, SecureString
password); } OpcUaUser { string UserName{get;} void Delete(); void SetPassword(SecureString password); }
000000 OpcUaUserComposition D OO0 OO0 OO O0OOOOOO OpcUalUsert]
OpcUaUserComposition opcUaUserComposition = opcUaUserManagement.OpcUaUsers; OpcUaUser userl =
opcUaUserComposition.Find("userl"); DO OO0 OO O OO O O OpcUaUserld OpcUaUserComposition
opcUaUserComposition = opcUaUserManagement.OpcUaUsers; opcUaUserComposition.Create("userl”,
someSecureString); 0 0 000000 OO O OpcUaUserl] OpcUaUserComposition opcUaUserComposition =
opcUaUserManagement.OpcUaUsers; OpcUaUser user = opcUaUserComposition.Find("userl"); user.Delete();
0000000000000 00DO000DO00b000D b113100 ODO0O” OO0 TIAPortal
Openness0 OO0 OO0OO0O TIAPortald OODOOODO TIAPortal (O 82) 00000000
0000000 (@ 12)00b0o0oopPCcooonog

OD0O000o0OoobDoog* ooo™ (Program blocks) O [ private static void
GetBlockGroupOfPLC(PlcSoftware plcsoftware) //Retrieves the system group of a block { PlcBlockSystemGroup
blockGroup = plcsoftware.BlockGroup; }5.11.320 00 000 00O 0O OO TIA Portal Openness
O0000000 TIAPortald OO0 OODO TIAPortal

08U Db000D00ODDb0O0D00ODDO0DOO PlcSoftware plcSoftware = ... foreach
(PlcSystemBlockGroup systemGroup in plcSoftware.BlockGroup.SystemBlockGroups) { foreach
(PlcSystemBlockGroup group in systemGroup.Groups) { PlcBlockComposition pbComposition = group.Blocks;
foreach (PlcBlock block in pbComposition) { //add your code here } }}5.11.330 00000 OO TIA Portal
Openness0 0O OO0OOO TIAPortald OO DO OODO TIAPortal (O 82) 00000000
0000000 (@ 120000000000000

0000000000000 000DOO000O00O0 //Retrieves the system generated group for system blocks
private static void GetSystemgroupForSystemblocks(PlcSoftware plcSoftware) { PlcSystemBlockGroupComposition
systemBlockGroups = plcSoftware.BlockGroup.SystemBlockGroups; if (systemBlockGroups.Count !=0) {
PlcSystemBlockGroup sbSystemGroup = systemBlockGroups[0]; foreach (PlcSystemBlockGroup group in
sbSystemGroup.Groups) { EnumerateSystemBlockGroups(group); } } } private static void
EnumerateSystemBlockGroups(PlcSystemBlockGroup systemBlockGroup) { foreach (PlcSystemBlockGroup group
in systemBlockGroup.Groups) { // recursion EnumerateSystemBlockGroups(group); }}0 0000 OO OO Od
O000000000000000 private static void AccessSbGroup(PlcSystemBlockGroup
systemBlockGroup) { PlcSystemBlockGroup groupl = systemBlockGroup.Groups.Find("User group XYZ");
PlcSystemBlockGroup group2 = groupl.Groups.Find("User group ZYX"); } 00 OO O OO O (O 509)TIA
Portal Openness 0 D O OO O OO TIAPortal OO D OODO TIAPortal (0 82) 000 0O0OO
0000000 (@ 12)00b0doopPLCO000DDOODOOODDOODOOOODOOO
0000000000 000000000O00000000OO000 //Enumerates all block user groups
including sub groups private static void EnumerateAllBlockGroupsAndSubgroups(PlcSoftware plcsoftware) { foreach
(PIcBlockUserGroup blockUserGroup in plcsoftware.BlockGroup.Groups) {
EnumerateBlockUserGroups(blockUserGroup); } } private static void
EnumerateBlockUserGroups(PlcBlockUserGroup blockUserGroup) { foreach (PlcBlockUserGroup
subBlockUserGroup in blockUserGroup.Groups) {

EnumerateBlockUserGroups(subBlockUserGroup)D D 0 0D D 0000000 O0ODODOO0ODOO0ODO //Gives
individual access to a specific block user group private static void AccessBlockusergroup(PlcSoftware plcsoftware) {
PlcBlockUserGroupComposition userGroupComposition = plcsoftware.BlockGroup.Groups; PlcBlockUserGroup
plcBlockUserGroup = userGroupComposition.Find("MyUserfolder"); }5.11.3.50 0 0 O O O O TIA Portal
Openness0 OO0 OO0DOOO TIAPortald OO DO OODO TIAPortal(O 82) 00000000
0000000 (@ 12)00b00000oPLCO0D0DDODOODOODDODOODOODODODOODOO
0000000000 000000000DO0000000D00O0d private static void
EnumerateAllBlocks(PlcSoftware plcsoftware) //Enumerates all blocks { foreach (PlcBlock block in
plcsoftware.BlockGroup.Blocks)
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